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Cryptography
What is it?

From the Ancient Greek:

κρυπτ óς (kruptós, "hidden, secret") and

γράφϵιν (graphein, "to write")

Purposes

◦ data integrity,
◦ data authenticity,
◦ data confidentiality,
◦ non-repudiation.
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Cryptanalysis
What is it?

From the Greek:

κρυπτ óς (kruptós, "hidden, secret") and

αναλυϵιν (analýein, "to analyze")

Purposes

◦ Analyze ciphers in order to detect and exploit weaknesses to mount attacks

Is a cipher weak?

A cipher is weak if it is possible to distinguish it from a random permutation.

under attack conditions
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OracleAttacker
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Cryptanalysis
Differential cryptanalysis [Biham and Shamir 1991]

◦ Based on differential distinguishers
P1

Pr [δP ⇝ δC ] = ?
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Cryptanalysis
How to?

Compute the differential distinguisher probability?
◦ Empirically

Too slow

▷ Generate random pairs of messages P1, P2 with P2 = P1 ⊕ δP
▷ Cipher both messages
▷ Count the number of pairs with EK (P1) ⊕ EK (P2) = δC against the number of tried pairs.

◦ Using approximations
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Cryptanalysis
From differential distinguisher to differential characteristic

Pr [δP ⇝ δC ]

Differential
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Cryptanalysis
From differential distinguisher to differential characteristic

Pr [δP → δR0 ] Pr [δR0 → δR1 ] ... Pr [δRn−1 → δC ]

Pr [δP ⇝ δC ]

× × ×

Differential

Differential characteristic
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Cryptanalysis
Computing round probabilities

Linear functions

Pr [δin → δout ] = 1a because δout = f (x) ⊕ f (x ⊕ δin) = f (δin)
aor 0 when the transition is wrong.

Non-Linear functions (S-Boxes)

For a function f : {0, 1}n → {0, 1}n,

Pr [δin → δout ] = DDT (δin, δout) = #{x ∈ {0, 1}n | f (x) ⊕ f (x ⊕ δin) = δout}
2n

Special case: Pr [δin = 0 → δout = 0] = 1
because f (x) ⊕ f (x ⊕ 0) = 0

Pr [δP ⇝ δC ] ≈ Product of the round probabilities = Product of active S-Box transition probs.
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Cryptanalysis
Truncated differential characteristic [Knudsen 1995]

Abstract the differential characteristic
Each differential n-bit word δX is abstracted by a differential Boolean ∆X with:

∆X = 0 ⇐⇒ δX = 0
∆X = 1 ⇐⇒ δX ∈ [1; 2n[

Active S-Boxes
An S-Box with a non-null input difference
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Cryptanalysis
Two Step solving process

1. Step-1
1.1 Step-1 Opt: Minimize the number of active S-Boxes (obj) in a truncated differential;
1.2 Step-1 Enum: Enumerate every truncated differential with obj active S-Boxes.

2. Step-2 Opt: Search for the corresponding differential characteristic with the highest
probability pmax ;
- if pmax may be improved, increment obj and go to 1.2.

3. Clustering: Try to improve the distinguisher probability by aggregating differential
characteristics.

4. Step-3: Compute the attack complexity using the optimal differential characteristic found
with Step-2 Opt.
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Cryptanalysis
How to?

Find the differential distinguisher with the highest probability?

◦ Using dedicated algorithms [FJP13; BKN09]
▷ Hard to write
▷ Hard to adapt

◦ Using generic solvers
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Constraint Programming
Declarative approaches to solve problems

Modelling Generic
Solvermodel

MathematicalProblem Solution

Modelling

A Constraint Satisfaction Problem (CSP) is defined by a triplet (X , D, C) with:
X The set of variables,
D The domain of each variables noted D(x) with x ∈ X ,
C The set of constraints on the variables

,
f The objective function which is to optimize
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Constraint Programming
Declarative approaches to solve problems

Modelling Generic
Solvermodel

MathematicalProblem Solution

Modelling

A Constrained Optimization Problem (COP) is defined by a quadruplet (X , D, C , f ) with:
X The set of variables,
D The domain of each variables noted D(x) with x ∈ X ,
C The set of constraints on the variables,
f The objective function which is to optimize
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Declarative approaches
The variants

Boolean SATisfiability
Restricted to Boolean variables and Boolean formulae

Integer Linear Programming
Restricted to Integer variables and linear inequations

Constraint Programming
Restricted to solver implementations
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Declarative approaches
The variants

∆A + ∆B + ∆C ̸= 1 with D(∆A) = D(∆B) = D(∆C ) = {0, 1}

Boolean SATisfiability

∆A∆B∆C ∨ ∆A∆B∆C ∨ ∆A∆B∆C ∨
∆A∆B∆C ∨ ∆A∆B∆C

Integer Linear Programming
D(tmp) = {0, 1}
∆A + ∆B + ∆C + 3 × tmp ≤ 3
− ∆A − ∆B − ∆C − 2 × tmp ≤ 2
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Declarative approaches
The variants

∆A + ∆B + ∆C ̸= 1 with D(∆A) = D(∆B) = D(∆C ) = {0, 1}

Constraint Programming

sum({∆A, ∆B , ∆C }) ̸= 1

or

(∆A, ∆B , ∆C ) ∈ T∑̸
=1 with T∑̸

=1 =
{

(0, 0, 0), (0, 1, 1), (1, 0, 1), (1, 1, 0), (1, 1, 1)
}
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Declarative approaches
The variants

Same but different
◦ Each model of one paradigm can be translated into a model of another paradigm
◦ Different ways of modelling
◦ Different solving techniques
◦ Different strengths and weaknesses
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Contributions Overview

Differential cryptanalysis of Rijndael

Loïc Rouquette, David Gerault, Marine Minier, and Christine Solnon. “And Rijndael? Automatic Related-key Differential Analysis of
Rijndael”. In: AfricaCrypt 2022 - 13th International Conference on Cryptology AfricaCrypt. Fes, Morocco, July 2022

Global Constraint Abstract XOR

Loïc Rouquette and Christine Solnon. “abstractXOR: A global constraint dedicated to differential cryptanalysis”. en. In: Principles and
Practice of Constraint Programming. Ed. by Helmut Simonis. Vol. 12333. Series Title: Lecture Notes in Computer Science. Cham:
Springer International Publishing, 2020, pp. 566–584. (Visited on 04/30/2021)

Boomerang cryptanalysis of Rijndael

Not yet published.

Automatic Search of Rectangle Attacks on WARP

Virginie Lallemand, Marine Minier, and Loïc Rouquette. “Automatic Search of Rectangle Attacks on Feistel Ciphers: Application to
WARP”. In: IACR Trans. Symmetric Cryptol. 2022.2 (2022), pp. 113–140
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Global Constraint Abstract XOR
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Abstract XOR
Motivation

Computing the differential characteristic of Midori [Ban+15]
◦ Created as an alternative to AES [01] for ligthweight components
◦ Two variants with 64 and 128-bit text
◦ 128-bit key

Plaintext

Key

Xi SXi Yi Zi SXNr −1

RKi

Round function Last round

XNr −1 Ciphertext

RKNr

Figure 2 Schema of Midori

23 62



Abstract XOR
The model

All δ variables are integer variables in [0; 255].

Maximize
r−1∑
i=0

15∑
k=0

P[i , k]

∀i ∈ [0, r [, ∀k ∈ [0; 15[,
(δX [i , k], δSX [i , k], P[i , k]) ∈ TSBk

δY [i , π(k)] = δSX [i , k] with π a given permutation
δZ [i , k] ⊕ δY [i , (k + 4)%16] ⊕ δY [i , (k + 8)%16] ⊕ δY [i , (k + 12)%16] = 0

δZ [i , k] ⊕ δK [k] ⊕ δX [i + 1, k] = 0
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Abstract XOR
The truncated model

All ∆ variables are Boolean variables in [0; 1].

Minimize
r−1∑
i=0

15∑
k=0

∆X [i , k]

∀i ∈ [0, r [, ∀k ∈ [0; 15[,
∆X [i , k] = ∆SX [i , k]

∆Y [i , π(k)] = ∆SX [i , k]
∆Z [i , k] ⊙ ∆Y [i , (k + 4)%16] ⊙ ∆Y [i , (k + 8)%16] ⊙ ∆Y [i , (k + 12)%16] = 0

∆Z [i , k] ⊙ ∆K [k] ⊙ ∆X [i + 1, k] = 0
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Abstract XOR
Implement the ⊙ operator

0

∆C∆B∆AδC

0

0
δB

=
=
=
=
=⊕

⊕
⊕0

⊕
⊕0

δA

∀ α > 0, α α

0

∀ α > 0,

∀ α, β > 0 and , α ̸= β

∀ α > 0,

α α

α α

α β γ

0 0 0

1 10

0

0

1

11 1

1

11

⊙ =
⊙
⊙
⊙
⊙

=
=
=
=
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Abstract XOR
Basic truncated model

All ∆ variables are Boolean variables in [0; 1].

Minimize
r−1∑
i=0

15∑
k=0

∆X [i , k]

∀i ∈ [0, r [, ∀k ∈ [0; 15[,
∆X [i , k] = ∆SX [i , k]

∆Y [i , π(k)] = ∆SX [i , k]
∆Z [i , k] + ∆Y [i , (k + 4)%16] + ∆Y [i , (k + 8)%16] + ∆Y [i , (k + 12)%16] ̸= 1

∆Z [i , k] + ∆K [k] + ∆X [i + 1, k] ̸= 1
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Abstract XOR
False positive Step-1 solutions

Exemple

δA ⊕ δD ⊕ δE = 0
δB ⊕ δC ⊕ δD ⊕ δE = 0
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Abstract XOR
False positive Step-1 solutions

Abstraction

∆A = 1 ∆B ∈ {0, 1} ∆C = 0 ∆D = 1 ∆E = 1

∆A + ∆D + ∆E ̸= 1
∆B + ∆C + ∆D + ∆E ̸= 1

May ∆B = 0 and 1 ?
The abstraction says yes

δA ⊕ δD ⊕ δE = 0
δB ⊕ 0 ⊕ δD ⊕ δE = 0 ⇐⇒ δA = δD ⊕ δE ∧ δA = δB

=⇒ ∆A = ∆B and ∆B = 1

The initial equations say no
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Abstract XOR
Advanced model [Gérault and Lafourcade 2016]

All ∆ variables are Boolean variables in [0; 1].

Minimize
r−1∑
i=0

15∑
k=0

∆X [i, k]

∀i ∈ [0, r [, ∀k ∈ [0; 15[,
∆X [i, k] = ∆SX [i, k]

∆Y [i, π(k)] = ∆SX [i, k]
∆Z [i, k] + ∆Y [i, (k + 4)%16] + ∆Y [i, (k + 8)%16] + ∆Y [i, (k + 12)%16] ̸= 1

∆Z [i, k] + ∆K [k] + ∆X [i + 1, k] ̸= 1

∀i ∈ [0, r − 1[, ∀k ∈ [0; 3],
3∑

j=0

∆Y [i, j × 4 + k] + ∆Z [i, j × 4 + k] ∈ {0, 5, 6, 7, 8}

∀D ∈ {DKj , DYj , DZj : j ∈ [0; 3]}, ∀{δB1 , δB2 } ∈ D, diffδB1 ,δB2
= diffδB2 ,δB1

∀D ∈ {DKj , DYj , DZj : j ∈ [0; 3]}, ∀{δB1 , δB2 , δB3 } ∈ D, diffδB1 ,δB2
+ diffδB2 ,δB3

+ diffδB1 ,δB3
̸= 1

∀D ∈ {DKj , DYj , DZj : j ∈ [0; 3]}, ∀{δB1 , δB2 } ∈ D, diffδB1 ,δB2
+ ∆B1 + ∆B2 ̸= 1

∀i1, i2 ∈ [0; r − 1[2, ∀k1, k2 ∈ [0; 3]2 :
3∑

j=0

(diffδYi1
,δYi2

̸= 0) +
3∑

j=0

(diffδZi1
,δZi2

̸= 0) ∈ {0, 5, 6, 7, 8}
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Abstract XOR
The Abstract XOR model

All ∆ variables are Boolean variables in [0; 1].

Minimize
r−1∑
i=0

15∑
k=0

∆X [i , k]

∀i ∈ [0, r [, ∀k ∈ [0; 15[,
∆X [i , k] = ∆SX [i , k]

∆Y [i , π(k)] = ∆SX [i , k]

abstractXOR({ C, 255, X }) with

C =
{

δZ [i , k] ⊕ δY [i , (k + 4)%16] ⊕ δY [i , (k + 8)%16] ⊕ δY [i , (k + 12)%16] = 0
δZ [i , k] ⊕ δK [k] ⊕ δX [i + 1, k] = 0 , ∀i ∈ [0, r [, ∀k ∈ [0; 15[

}
X =

{
∆Z [i , k], ∆Y [i , (k + 4)%16], ∆Y [i , (k + 8)%16], ∆Y [i , (k + 12)%16], ∆K [k], ∆X [i + 1, k] = 0, ∀i ∈ [0, r [, ∀k ∈ [0; 15[

}
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Abstract XOR
Constraint in CP

What is required to define a new constraint?

◦ Semantic and Syntax
◦ An algorithm to check the satisfiability of the constraint
◦ An algorithm to propagate
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Abstract XOR
Semantic

Let be:
C A set of concrete XOR equations
n An integer
X A set of Boolean variables

AbstractXORC ,k(X ) is satisfied iff there is a realization of X on the domain [0; n] which
satisfies C .
Example

C =
{

δA = δC ⊕ δD
δB = δC ⊕ δD ⊕ δE

, n = 4, X = {∆A, ∆B, ∆C , ∆D, ∆E }

∆A = true, ∆B = true, ∆C = false, ∆D = true and ∆E = true is a solution
with : δA = 3, δB = 3, δC = 0, δD = 2 and δE = 1 as concrete values.

33 62



Abstract XOR
Resolution

Resolution by adapting the Gauss Jordan method

The system: δA ⊕ δD ⊕ δE = 0
δB ⊕ δC ⊕ δD ⊕ δE = 0

is represented by:
∆A ∆B ∆C ∆D ∆E = 0
1 1 1 = 0

1 1 1 1 = 0

Solving process

1. Maintains the matrix in RRE (Row Reduced Echelon) form 0
0

? ? ?

???

2. Inference of the new values according to the selected consistency (Feas or Gac)
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Abstract XOR
Algorithm to check the satisfiability of the constraint

How to check if a complete assignment is satisfiable?
The abstract values:

∆A = true, ∆B = true, ∆C = false, ∆D = true and ∆E = true

The concrete system:

δA ⊕ δD ⊕ δE = 0
δB ⊕ δC ⊕ δD ⊕ δE = 0

◦ Valid with n = 4 (∀δx , δx ∈ [1; 4])
◦ Invalid with n = 2 (∀δx , δx ∈ [1; 2])

NP-Complete problem when the values are bounded, otherwise polynomial.

δD

δBδA

δCδE
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Abstract XOR
Semantic

Let be:
C A set of concrete XOR equations
n An integer
X A set of Boolean variables

AbstractXORC ,k(X ) is satisfied iff there is a realization of X on the domain [0; n] which
satisfies C .
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Abstract XOR
Propagation rules

Notations

∆A = 1 ∆B ∈? ∆C = 0 ∆D = 1 ∆E = 1
1

1 1
1
1

1
1

=
=

0
0
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Propagation rules

Notations

∆A = 1 ∆B ∈? ∆C = 0 ∆D = 1 ∆E = 1
1

1 1
1
1

1
1

=
=

0
0

non pivotpivot

pivot

37 62



Abstract XOR
Propagation rules

Notations

∆A = 1 ∆B ∈? ∆C = 0 ∆D = 1 ∆E = 1
1

1 1
1
1

1
1

=
=

0
0

null variables are removed from the system
since x ⊕ 0 = x
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Abstract XOR
Propagation rule to check feasibility

Case 1

∀j ∈ [0; n[, eqj = {vark} =⇒ vark = 0[
∆k ∈ {0, 1}

1 = 0

]
=⇒ ∆k = 0

Proof: δk ⊕ 0 = 0 ⇐⇒ δk = 0
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Abstract XOR
Propagation rule to ensure GAC 1/2

Case 2

∀j ∈ [0; n[, eqj = {vark , varl} ∧ vark = 1 =⇒ varl = 1[
∆k = 1 ∆l ∈ {0, 1}

1 1 = 0

]
=⇒ ∆l ̸= 0

Proof: δk ⊕ δl = 0 ∧ δk ̸= 0 =⇒ δl ̸= 0

39 62



Abstract XOR
Propagation rule to ensure GAC 2/2

Case 3

∀j , j ′ ∈ [0; n[, pivot(eqj) = 1
nonpivot(eqj) = nonpivot(eqj′)

}
=⇒ pivot(eqj′) = 1 ∆k = 1 ∆l ∈ {0, 1} ∆m ∈ {0, 1} ... ∆z ∈ {0, 1}

1 1 ... 1 = 0
1 1 ... 1 = 0

 =⇒ ∆l ̸= 0

Proof: (δk
⊕

S = 0 ∧ δl
⊕

S = 0 ∧ δj ̸= 0) =⇒ δl ̸= 0
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Abstract XOR
Application example

Abstract XOR

∆A = 1 ∆B ∈ {0, 1} ∆C = 0 ∆D = 1 ∆E = 1
1 1 1 = 0

? 0 1 1 = 0

May ∆B = 0 and 1 ?

We apply rule no3. ∆B = 1

Abstract XOR says no
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Application example

Abstract XOR

∆A = 1 ∆B = 1 ∆C = 0 ∆D = 1 ∆E = 1
1 1 1 = 0
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We apply rule no3. ∆B = 1
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AbstractXOR
Number of Step-1 solutions on Midori

r Basic Model AbstractXOR Model Advanced Model
3 64 28 38
4 30 16 16
5 26 16 16
6 122 16 16
7 74 16 16
8 32 16 16
9 282 16 16
10 218 16 16

Table 1
Basic

The number of different Step-1 solutions on Midori for AbstractXOR
Advanced [GL16]
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Abstract XOR
Experiments / Midori
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Figure 3
AbstractXORFeas ( )

Comparison of AbstractXORGAC ( ) on Midori
Advanced1 ( ) [GL16]

1Solved with SAT (Lingiling solver) for Step 1
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Abstract XOR
Experiments / AES
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AbstractXORFeas ( )

Comparison of AbstractXORGAC ( ) on AES
Advanced2 ( ) [Gér+20]

2Solved with SAT (Lingiling solver) for Step 1 44 62



Abstract XOR
Conclusion

Cons
◦ Loss of performances when the cipher contains other functions

Pros
◦ Simplify truncated differential modelling
◦ Improve CP solver performances near SAT solver preformances
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Automatic Search of Rectangle Attacks on WARP
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Automatic Search of Rectangle Attacks on WARP
Computing Boomerang [Wag99] distinguisher probabilities
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Automatic Search of Rectangle Attacks on WARP
Computing Boomerang [Wag99] distinguisher probabilities using Sandwich [DKS10]
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Automatic Search of Rectangle Attacks on WARP
Computing Boomerang [Wag99] distinguisher probabilities using the model of Delaune et al. [DDV20]
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Automatic Search of Rectangle Attacks on WARP
Model of Delaune et al. - Step 1

Each S-Box is abstracted by 3 Boolean variables:
◦ ∆ which indicates wether δin and δout are active or not,
◦ free which indicates wether the input difference is free of condition or not,
◦ freeS which indicates wether the output difference is free of condition or not.

The other states are only represented by 2 Boolean variables:
◦ ∆ which indicates wether δ is active or not,
◦ free which indicates wether the state is free of condition or not,

The Step-1 defines the transitions to use.
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Automatic Search of Rectangle Attacks on WARP
S-Box representation in the model of Delaune et al.
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Automatic Search of Rectangle Attacks on WARP
S-Box representation in the model of Delaune et al.
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Automatic Search of Rectangle Attacks on WARP
S-Box representation in the model of Delaune et al.
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Automatic Search of Rectangle Attacks on WARP
Motivation

Adapt the model of Delaune et al. to Feistel Networks

SPN (such as Skinny [Bei+16])

RK

RK

K+PS

F
Feistel (such as WARP [Ban+20])

RK
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K+PS

F
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Automatic Search of Rectangle Attacks on WARP
Boomerang transitions on SPN [Cid+18; WP19; DDV20]

S

S

α

β 0 0

S

S−1

α β

λ δ

N+ N+

S

λ

δ

S−1

0 0S

S−1

α β

λ δ

N+ N+

S−1

δ

S

λ

β

α

S

S−1

α β

λ δ

N+

δ

α

β

S

λ

S−1

N+

S−1

δ

S

λ

β

α

S

S−1

α β

λ δ

N+
δ

α

β

S

λ

S−1

S−1

δ

S

λ

β

α

S

α

β

λ

δ

S−1

S

S−1

α β

λ δ

N+

N+

S−1

δ

S

λ

β

λ

S

S−1

α β

λ δ

N+

N+

N+

α

S

α

S−1

β

δ

S−1

δ

S

λ

β

α

β

S

S−1

α β

λ δ

N+

N+
δ

λ

α

S S−1

N+

S−1

δ

S

λ

β

α

S

S−1

α β

λ δ

N+

N+
δ

α

β

S

λ

S−1

N+

N+

DDT ↑

DDT ↓

DDT 2
↑

DDT 2
↓

BCT

UBCT

LBCT

EBCT

53 62



Automatic Search of Rectangle Attacks on WARP
Boomerang transitions on Feistel [BS91; Bou+20]
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Automatic Search of Rectangle Attacks on WARP
S-Box rules

Delaune et al.
Xup S SBup

Xlo SBloS−1

◦ Rule 1

freeXup =⇒ freeSBup

freeSBlo =⇒ freeXlo

◦ Rule 2

freeSBup =⇒ ∆Xup

freeXlo =⇒ ∆Xlo

◦ Rule 3

¬freeXup ∨ ¬freeXlo

¬freeSBup ∨ ¬freeSBlo

Feistel Adaptation
Xup S SBup

Xlo SBloS

◦ Rule 1

freeXup =⇒ freeSBup

freeXlo =⇒ freeSBlo

◦ Rule 2

freeSBup =⇒ ∆Xup

freeSBlo =⇒ ∆Xlo

◦ Rule 3

¬freeXup ∨ ¬freeSBlo

¬freeXlo ∨ ¬freeSBup55 62



Automatic Search of Rectangle Attacks on WARP
WARP [Ban+20]

WARP
◦ Designed to be a faster concurrent of AES
◦ Only one variant with 128-bit key and text

X [i , 2 × k] X [i , 2 × k + 1]

F

S-Box

k[i mod 2 × 16 + k]

RC1[i ] if k = 1
else 0

RC0[i ] if k = 0

Figure 5 One round of WARP for two branches

F F F F F F F F F F F F F F F F

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

RC r
0 RC r

1

Figure 6 One round of WARP
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Automatic Search of Rectangle Attacks on WARP
Our model on WARP

What is similar to the Delaune et al.’s model?
◦ The boomerang representation
◦ The search steps

What is different compared to the Delaune et al.’s model?
◦ Specific optimizations dedicated to WARP
◦ The S-Box representation

▷ S-Box rules
▷ Transition tables

◦ Integration of the attack complexity in the optimisation process
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Automatic Search of Rectangle Attacks on WARP
Results on WARP
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Best probability found with Step-1 Opt ( ).

The black line corresponds to the probability 2−128.
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Automatic Search of Rectangle Attacks on WARP
Results on WARP

Technique Rounds Probability Time Data Mem. Ref.
DC distinguisher 18 2−122 - - - [KY21]
DC distinguisher 20 2−122.71 - - - [TB21]
ID distinguisher 21 1 - - - [Ban+20]

Boomerang distinguisher 21 2−121.11 - - - [TB21]
Boomerang distinguisher 23 2−124 - - - [LMR22]
Boomerang distinguisher 23 2−115.59 - - - [HNE22]

Differential attack 21 - 2113 2113 272 [KY21]
Differential attack 23 - 2106.68 2106.62 2106.62 [TB21]
Rectangle attack 24 - 2125.18 2126.06 2127.06 [TB21]
Rectangle attack 26 - 2115.9 2120.6 2120.6 [LMR22]
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Automatic Search of Rectangle Attacks on WARP
Results on TWINE and LBlock-s

Cipher Distinguishers Rounds Probability Ref.
TWINE Boomerang distinguisher 15 2−58.92 [TB22]
TWINE Boomerang Distinguisher + Clustering 15 2−47.7 [LMR22]
TWINE Boomerang Distinguisher 15 2−51.03 [HNE22]
TWINE Boomerang distinguisher 16 2−61.62 [TB22]
TWINE Boomerang Distinguisher + Clustering 16 2−59.8 [LMR22]
TWINE Boomerang Distinguisher 16 2−58.04 [HNE22]
LBlock-s Boomerang distinguisher 15 2−58.64 [TB22]
LBlock-s Boomerang Distinguisher + Clustering 16 2−56.14 [Bou+20]
LBlock-s Boomerang Distinguisher + Clustering 16 2−54.8 [LMR22]
LBlock-s Boomerang Distinguisher 16 2−53.59 [HNE22]
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Outlooks and Conclusion

Summary
◦ CP brings the ability to reuse and improve cryptanalysis models
◦ Find new attacks

Further search

◦ Integration in Tagada [Lib+21]
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Contributions Overview

Differential cryptanalysis of Rijndael [Rou+22]

◦ Improving the overall process resolution time
◦ Compute all, except one, differential characteristics ◦ Find 2 new differential attacks

Global Constraint Abstract XOR [RS20]

◦ Better Step-1 abstraction
◦ Make the performance of a CP solver closer to a SAT solver’s one

Boomerang cryptanalysis of Rijndael

◦ Extend the model of Delaune et al. to non-linear key
schedules ◦ Find 1 new weak key boomerang attack

Automatic Search of Rectangle Attacks on WARP [LMR22]

◦ Adaptation of the model of Delaune et. al. to Feistel ciphers

◦ Results on WARP
▷ 1 new state of the art distinguisher
▷ 1 new state of the art rectangle attack

◦ Results Twine
▷ 2 new state of the art distinguishers

◦ Results LBlock-s
▷ 1 new state of the art distinguisher
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