CONSTRAINT PROGRAMMING AND CRYPTANALYSIS

Improving scalability and reusability of differential cryptanalysis models using con-
straint programming

. . . 1 . . . 1 -a 1’2 . .

| V|rg|n|§ Lallemand®, Marine Minier*, Loic Rouquette <, Christine December, 15th 2022 |
Solnon

' Université de Lorraine, CNRS, Inria, LORIA, Nancy, France

Slides: 62 |
CITI, INRIA, INSA Lyon, Villeurbanne, France




Table of contents

1 Context

Cryptography and Cryptanalysis
Constraint Programming

2 Contributions

Overview

Abstract XOR
Automatic Search of Rectangle Attacks on WARP

3 Outlooks and Conclusion




Context



Cryptography




Cryptography

What is it?
From the Ancient Greek:

kpunTos (kruptds, "hidden, secret") and

ypépery (graphein, "to write")

PURPOSES

o data integrity,

o data authenticity,
o data confidentiality,

o non-repudiation.
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Cryptanalysis
What is it?
From the Greek:

rpunTos (kruptds, "hidden, secret") and

avalvewr (analyein, "to analyze")

PURPOSES

o Analyze ciphers in order to detect and exploit weaknesses to mount attacks

Is A CIPHER WEAK?

A cipher is weak if it is possible to distinguish it from a random permutation.

under attack conditions
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Distinguishability?
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o Based on differential distinguishers
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Differential cryptanalysis [Biham and Shamir 1991]

o Based on differential distinguishers

Py

v‘\\_fz: op @ Py

(using the bitwise XOR operator &)
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Cryptanalysis

Differential cryptanalysis [Biham and Shamir 1991]

o Based on differential distinguishers

Py

v‘\u_fz: op & Py

G=0c® G

Prip ~ 6¢c] = ?




Cryptanalysis

How to?

COMPUTE THE DIFFERENTIAL DISTINGUISHER PROBABILITY?

o Empirically
> Generate random pairs of messages Py, P, with P, = Py @ dp
> Cipher both messages
> Count the number of pairs with Ex(P1) @ Ex(P2) = dc against the number of tried pairs.

o Using approximations
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Cryptanalysis

From differential distinguisher to differential characteristic

Pl’[ép ~ 5(]

i

Differential

.

Pr[(5p — 5R0] X l:’l’[(5,1§~D — (5R1] X X P’[lSRn,, — (5c]

Differential characteristic
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Cryptanalysis

Computing round probabilities

LINEAR FUNCTIONS

Pr[din — dout] = 17 because dour = F(x) & f(x & din) = (din)

9or 0 when the transition is wrong.

NON-LINEAR FUNCTIONS (S-BOXES)

For a function f: {0,1}" — {0,1}",

#{x € {0,1}" | f(x) ® f(x D §in) = Sout}
2n

Pr{6in = dout] = DDT (Sin, Sout) =

Special case: Pr[dj =0 — 0oy =0] =1
because f(x) & f(x®0) =0

Pr[dp ~ d¢] ~ Product of the round probabilities = Product of active S-Box transition probs.
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Cryptanalysis

Truncated differential characteristic [Knudsen 1995]

ABSTRACT THE DIFFERENTIAL CHARACTERISTIC

Each differential n-bit word dx is abstracted by a differential Boolean Ax with:

Ax =0 <= 6x=0
Ax =1 < 0x €[1,2"]

AcTIVE S-BOXES

An S-Box with a non-null input difference




Cryptanalysis
Two Step solving process

1. Step-1

1.1 Step-1 Opt: Minimize the number of active S-Boxes (obj) in a truncated differential;
1.2 Step-1 Enum: Enumerate every truncated differential with obj active S-Boxes.

2. Step-2 Opt: Search for the corresponding differential characteristic with the highest
probability pmax;

- if pmax may be improved, increment obj and go to 1.2.

3. Clustering: Try to improve the distinguisher probability by aggregating differential
characteristics.

4. Step-3: Compute the attack complexity using the optimal differential characteristic found
with Step-2 Opt.



Cryptanalysis

How to?

FIND THE DIFFERENTIAL DISTINGUISHER WITH THE HIGHEST PROBABILITY?

o Using dedicated algorithms [FJP13; BKNQ9]

> Hard to write
> Hard to adapt

o Using generic solvers
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Constraint Programming

Declarative approaches to solve problems

Mathematical ; Generic
model Solver

MODELLING

A Constraint Satisfaction Problem (CSP) is defined by a triplet (X, D, C) with:
X The set of variables,
D The domain of each variables noted D(x) with x € X,
C The set of constraints on the variables

—> Solution

Problem —— Modelling ——>

16 62



Constraint Programming

Declarative approaches to solve problems

Problem —— Modelling —p{ Mathematical 5| Generic
model Solver

MODELLING

A Constrained Optimization Problem (COP) is defined by a quadruplet (X, D, C, f) with:
X The set of variables,

—> Solution

D The domain of each variables noted D(x) with x € X,
C The set of constraints on the variables,

f The objective function which is to optimize

16 62



Declarative approaches

The variants

BOOLEAN SATISFIABILITY

Restricted to Boolean variables and Boolean formulae

INTEGER LINEAR PROGRAMMING

Restricted to Integer variables and linear inequations

CONSTRAINT PROGRAMMING

Restricted to solver implementations

17 62



Declarative approaches
The variants

Da+Dp+Ac # 1 with D(Ag) = D(Bg) = D(Ac) = {0,1}
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Declarative approaches
The variants
Ap+ Ag+ Ac # 1 with D(AA) = D(AB) = D(Ac) = {0, 1}
BOOLEAN SATISFIABILITY

ApAABAc YV A_AABAC vV A_AABA_C\/
AADABACV ApaAgAc

INTEGER LINEAR PROGRAMMING

D(tmp) = {0,1}
Ap+ A+ Ac+3 x tmp <3
—Ap—Ag—Ac—2xtmp <2




Declarative approaches

The variants

Aa+ Ag+ Ac # 1 with D(Ax) = D(Ag) = D(Ac) = {0,1}

CONSTRAINT PROGRAMMING

Sum({AA7 ABa AC}) 7£ 1

or

(Aa,Ag,Ac) € T~ with Ty~ = {(0,0,0),(0,1,1),(1,0,1),(1,1,0),(1,1,1)}

19 62



Declarative approaches

The variants

SAME BUT DIFFERENT

o Each model of one paradigm can be translated into a model of another paradigm

o Different ways of modelling
o Different solving techniques

o Different strengths and weaknesses

20 | 62
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Contributions Overview

DIFFERENTIAL CRYPTANALYSIS OF RIJNDAEL

Loic Rouquette, David Gerault, Marine Minier, and Christine Solnon. “And Rijndael? Automatic Related-key Differential Analysis of
Rijndael”. In: AfricaCrypt 2022 - 13th International Conference on Cryptology AfricaCrypt. Fes, Morocco, July 2022

GLOBAL CONSTRAINT ABSTRACT XOR

Loic Rouquette and Christine Solnon. “abstractXOR: A global constraint dedicated to differential cryptanalysis”. en. In: Principles and
Practice of Constraint Programming. Ed. by Helmut Simonis. Vol. 12333. Series Title: Lecture Notes in Computer Science. Cham:
Springer International Publishing, 2020, pp. 566-584. (Visited on 04/30/2021)

BOOMERANG CRYPTANALYSIS OF RIJNDAEL

Not yet published.

AUTOMATIC SEARCH OF RECTANGLE ATTACKS ON WARP

Virginie Lallemand, Marine Minier, and Loic Rouquette. “Automatic Search of Rectangle Attacks on Feistel Ciphers: Application to
WARP". In: IACR Trans. Symmetric Cryptol. 2022.2 (2022), pp. 113-140
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Abstract XOR
Motivation

Computing the differential characteristic of Midori [Ban+15]
o Created as an alternative to AES [01] for ligthweight components
o Two variants with 64 and 128-bit text
o 128-bit key

.................................................................................
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Abstract XOR
The model
All § variables are integer variables in [0; 255].

r—1 15

Maximize Z Z Pli, k]

i=0 k=0
Vi e [0, r[,Vk € [0; 15],
(0x[i, k], dsxi, k], Pli, k]) € Tsg,
Oy [i,m(k)] = dsx|[i, k] with m a given permutation
Oz[i, k] @ Sy i, (k + 4)%16] & Sy [i, (k + 8)%16] & dy i, (k + 12)%16] = 0
Oz[i, k] @ dk[k] ® ox[i+1,k] =0



Abstract XOR
The truncated model
All' A variables are Boolean variables in [0; 1].

r—1 15

Minimize Y > " Ax[i, k]

i=0 k=0
Vi € [0, r[,Vk € [0; 15],
Ax[i, k] = Asxli, k]
Ay[i,m(k)] = Dsxli, k]
Az[i, k] ® Avyli, (k +4)%16] © Ay [i, (k 4+ 8)%16] ® Ay[i, (k + 12)%16] = 0
Azli, k] © Ak[k] © Ax[i+1,k] =0



Abstract XOR
Implement the ® operator

0a ) oc Ag Ap Ac

0 0 =0 0 ® 0 =0

Va>0 a P 0 « 1 ® 0 1

Va>0, 0 P a = « 01 =1

Va, B>0and,a#3 a Pp B 04 1 ®1 =1
Va>0, a P a = 0 1 ®1 =0
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Implement the ® operator

da og dc Ay DA Ac T,
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Abstract XOR
Implement the ® operator

oA og dc An Ap Ac X,

0 0 =0 0 ® 0 =0 0

Va>0, «a @ 0 Q@ 1 ® 0 1 2

Va>0, 0 P a = « 01 =1 2

Va, §>0and,a# 8 a o p Y 1 ®1 1 3
Va>0, a P a = 0 1 ®1 =0 2
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Abstract XOR
Implement the ® operator

5,4 (55 (5(: AA AB AC ZA,.
0@ 0 =0 0 ® 0 =0 0
Va>0, «a @ 0 o 1 ® 0 =1 2
Y a>0, 0 a = « 01 =1 2
Va, $>0and,a#3 a p B Y 1 1 =1 3
YVa>0, o P a = 0 1 &1 =0 2

> #1

A;
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Abstract XOR
Basic truncated model
All' A variables are Boolean variables in [0; 1].

r—1 15

Minimize Y > " Ax[i, k]

i=0 k=0
Vi € [0, r[, Vk € [0; 15[,
Ax[i, k] = Asxli, k]
Avli, (k)] = Dexli, K
A[i, K]+ Ay i, (k + 8)%16] + Ay[i, (k + 8)%16] + Ay[i, (k + 12)%16] # 1
Az[i, k]l + Ak[k] + Ax[i+1,k] #1



Abstract XOR

False positive Step-1 solutions

EXEMPLE

oo ® op ® g = O
o ® d¢c ® dp @® O0g = 0

28 | 62



Abstract XOR

False positive Step-1 solutions

ABSTRACTION

Ap + Ap + Ag #
Ap + Ac + Ap + Ag #* 1
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Abstract XOR

False positive Step-1 solutions

ABSTRACTION

Ap=1 ABG{O,].} Ac=0 Ap=1 A =1
1 + 1 + 1
? + 0 + 1 + 1
May Ag =0and 17
The abstraction says yes

s ® d0p @& 6 = O
o6 ® 0 @® d6p ® de = 0

AVl
N

<= a=0p DO Nda =08
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Abstract XOR

False positive Step-1 solutions

ABSTRACTION

Ap=1 ABG{O,].} Ac=0 Ap=1 A =1
1 + 1 + 1
? + 0 + 1 + 1
May Ag =0and 17
The abstraction says yes

s ® d0p @& 6 = O
g & 0 @ dp @D ¢ 0

AVl
N

<= 0a=0p DO Nda =08
— AA:ABandAB:1
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Abstract XOR

False positive Step-1 solutions

ABSTRACTION

Ap=1 ABG{O,].} Ac=0 Ap=1 A =1
1 + 1 + 1
? + 0 + 1 + 1
May Ag =0and 17
The abstraction says yes

s ® d0p @& 6 = O
g ® 0 @& dp @ O 0

AVl
N

<= 0a=0p DO Nda =08
— AA:ABandAB:1

The initial equations say no

29 | 62



Abstract XOR

Advanced model [Gérault and Lafourcade 2016]

All A variables are Boolean variables in [0; 1].

r—1 15
Minimize Z Z Axli, k]
i=0 k=0
Vi € [0, r[,Vk € [0; 15[,
Ax[i, K] = Dsx[i, k]
Ayli, w(K)] = Asxi, K]
Azli, K] + Dy li, (k +4)%16] + Ay i, (k +8)%16] + Ay [i, (k + 12)%16] # 1
Az[i, k] + Ak[k] + Ax[i+1,k] #1
3
Vieo,r—1[,Vk € [0;3],ZAy[i,j X 4+ K|+ Dzli,j x 4+ k] € {0,5,6,7,8}
j=0
¥D € {Dy;, Dy, Dz : j € [0:3]}, {05, 6, } € D, diffs 5, = diffsy s,
VD € {Dx;, Dy;, Dz; : j € [0;3]}, V{45, , 65,, 085} € D, difﬁ;Bl,,;Bz + difﬁ;Bz,(;B3 + difﬁ;Bl,(;B3 #1
¥D € {Dy;, Dy,, Dz + j € 03]}, V{06, 35,} € D, diffsg 55, + Ay + g, #1
3 3
Vih € [0ir 10 Yk ko € O3] 1 Y (it sy #O)+ Y (diff, s, #0) €{0.5.6.7.8}

j=0 j=0



Abstract XOR
The Abstract XOR model
All A variables are Boolean variables in [0; 1].

r—1 15
Minimize Z Z Axli, k]
i=0 k=0
Vi € [0, r[,Vk € [0; 15],
Axlis k] = Asx[i, K]
Ayl[i,m(k)] = Asxi, K]
abstractXOR({ C, 255, X }) with
o {az[i, K] @ Sy [i, (k + 4)%16] @ Sy [i, (k + 8)%16] @ Sy [i, (k + 12)%16] = 0
0z[i, k] ® ok[k] ® ox[i+1,k] =0

X = {Dz[i, Kl Ay[i, (k +4)%16], Ay [i, (k + 8)%16], Ay [i, (k + 12)%16], Ak [K], Ax[i + 1, K] = 0,Vi € [0, r[, Yk € [0; 15[}

Vi e [0, r[,Vk € [0; 15[}




Abstract XOR

Constraint in CP

WHAT IS REQUIRED TO DEFINE A NEW CONSTRAINT?

o Semantic and Syntax

o An algorithm to check the satisfiability of the constraint
o An algorithm to propagate




Abstract XOR

Semantic

Let be:

C A set of concrete XOR equations

n An integer

X A set of Boolean variables
AbstractXORc «(X) is satisfied iff there is a realization of X on the domain [0; n] which
satisfies C.

EXAMPLE

oa = 6C @D op
C = =4, X={Ap Ap,Ac,Ap, A
{53 5C@5 @5E7 n ) { A, LB, CyRD, E}

Ap = true, Ag = true, Ac = false, Ap = true and Ag = true is a solution
with : 04 =3, g =3, 6¢c =0, 6p = 2 and dg = 1 as concrete values.

33 | 62



Abstract XOR

Resolution

Resolution by adapting the Gauss Jordan method

The system: 0a © op © 0g =0
' g ® 0c © ép © g = 0
Ax Ag Ac Ap A = 0
is represented by: 1 1 1 =0
1 1 1 1 =0

SOLVING PROCESS

1. Maintains the matrix in RRE (Row Reduced Echelon) form [:2 - i]

2. Inference of the new values according to the selected consistency (Feas or Gac)

34 | 62



Abstract XOR

Algorithm to check the satisfiability of the constraint

HOW TO CHECK IF A COMPLETE ASSIGNMENT IS SATISFIABLE?

The abstract values:

Ap = true, Ag = true, Ac = false, Ap = true and Ag = true
The concrete system:

oA ® dp ® g = 0
(53@5(;@(50@5[520

35 | 62
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Abstract XOR

Algorithm to check the satisfiability of the constraint

HOw TO CHECK IF A COMPLETE ASSIGNMENT IS SATISFIABLE?

The abstract values:

Ap = true, Ag = true, Ac = false, Ap = true and Ag = true

The concrete system:
oA & dp & 1 =0
o ® dp ® 1 =0
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Algorithm to check the satisfiability of the constraint
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Algorithm to check the satisfiability of the constraint

HOw TO CHECK IF A COMPLETE ASSIGNMENT IS SATISFIABLE?

The abstract values:
Ap = true, Ag = true, Ac = false, Ap = true and Ag = true

The concrete system:
3 e 2 &1 =
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Abstract XOR

Algorithm to check the satisfiability of the constraint

HOw TO CHECK IF A COMPLETE ASSIGNMENT IS SATISFIABLE?

The abstract values:
Ap = true, Ag = true, Ac = false, Ap = true and Ag = true

The concrete system:
3 e 2 &1 =
3@ 2 &1 =20

o Valid with n=4 (V0. 0. < [1.4])
o Invalid with n=2 (Vo., 0. < [1;2])

35 | 62



Abstract XOR

Algorithm to check the satisfiability of the constraint

HOw TO CHECK IF A COMPLETE ASSIGNMENT IS SATISFIABLE?

The abstract values:

Ap = true, Ag = true, Ac = false, Ap = true and Ag = true

The concrete system:
2 1
3 2 1

3 @ 2]
@ 2]

o Valid with n=4 (V0. 0. < [1.4])
o Invalid with n=2 (Vo., 0. < [1;2])
NP-Complete problem when the values are bounded, otherwise polynomial.



Abstract XOR
Semantic

Let be:
C A set of concrete XOR equations
n An integer
X A set of Boolean variables

AbstractXORc ,(X) is satisfied iff there is a realization of X on the domain [0; n] which
satisfies C.
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Abstract XOR
Semantic

Let be:
C A set of concrete XOR equations
X A set of Boolean variables
AbstractXORc x(X) is satisfied iff there is a realization of X which satisfies C.
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Abstract XOR

Propagation rules

NOTATIONS

Ap=1 Ag €? Ac=0 Ap=1 A =1

37 | 62
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Propagation rules

NOTATIONS

Ap=1 Apg €7 Ac=0 Ap=1 Ap=1

_1 1 1 =0
pivot 1 ! 1 1, =0
pivot non pivot
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Abstract XOR

Propagation rules

NOTATIONS

Ap=1 Ag €? Ac=0 Ap=1 A =1
1 1 1 =0
1 1 1 1 =0

| S

null variables are removed from the system
since x ® 0 = x

37 | 62



Abstract XOR

Propagation rule to check feasibility

Vje[0;n], eq={vark} = var, =0

[Ak € {0,1}
1

:O] = Ar=0

Proof: 6, #0=0 < 0, =0

38 | 62



Abstract XOR

Propagation rule to ensure GAC 1/2

Vje[0;n], eqj={varg,van}Avar,=1 = van =1

A =1 A/G{O,l}
[ 1 1 _o| T A0

Proof: 0, ®6;, =0A6k#0 — 6, #0

39 | 62



Abstract XOR

Propagation rule to ensure GAC 2/2

- pivot(egj) =1 .
; . . t ) =1
vj.J € [0snl nonpivot(eq;) = nonpivot(eqj) = pivot(eqy)

A =1 A € {O, 1} A, € {O, 1} . Ay € {0, 1}
1 1 1 =0 | = A/#0
1 1 1 =0

Proof: (5,@®S=0A5BS=0A0£0) = 5 £0

40 | 62



Abstract XOR

Application example

ABSTRACT XOR

Ap=1 ABG{O,l} Ac—=0 Ap=1 Ag=1
1 1 1 = 0
? 0 1 1 =0
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Application example

ABSTRACT XOR

Ap=1 ABG{O,l} Ac—=0 Ap=1 Ag=1
1 1 1 = 0
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May Ag =0and 17

We apply rule n°3. Ag =1




Abstract XOR

Application example

ABSTRACT XOR

Ap=1 ABG{O,l} Ac—=0 Ap=1 Ag=1
1 1 1 = 0
? 0 1 1 =0

May Ag =8 and 17

We apply rule n°3. Ag =1




Abstract XOR

Application example

ABSTRACT XOR

Ap=1 Ag=1 Acr=0 Ap=1 Ag=1
1 1 1 = 0
1 0 1 1 = 0

May Ag =8 and 17

We apply rule n°3. Ag =1
Abstract XOR says no




AbstractXOR
Number of Step-1 solutions on Midori

r | Basic Model AbstractXOR Model Advanced Model
3 64 28 38
4 30 16 16
5 26 16 16
6 122 16 16
7 74 16 16
8 32 16 16
9 282 16 16
10 218 16 16
Basic

The number of different Step-1 solutions on Midori for ~ AbstractXOR
Advanced [GL16]




Abstract XOR

Experiments / Midori

Midori-64 Midori-128
T T T T
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5 10 5 2 4 6 8 10 12 14 16 18 20
Number of rounds
AbstractXORpe,s (o)
Comparison of  AbstractXORgac (——)  on Midori
Advanced® (--¢--) [GL16]

Solved with SAT (Lingiling solver) for Step 1
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Abstract XOR
Experiments / AES
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Abstract XOR
Conclusion

o Loss of performances when the cipher contains other functions

Pros

o Simplify truncated differential modelling

o Improve CP solver performances near SAT solver preformances
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Computing Boomerang [Wag99] distinguisher probabilities using Sandwich [DKS10]




Automatic Search of Rectangle Attacks on WARP

Computing Boomerang [Wag99] distinguisher probabilities using the model of Delaune et al. [DDV20]




Automatic Search of Rectangle Attacks on WARP

Model of Delaune et al. - Step 1

Each S-Box is abstracted by 3 Boolean variables:

o A which indicates wether d;, and d,,; are active or not,

o free which indicates wether the input difference is free of condition or not,

o frees which indicates wether the output difference is free of condition or not.
The other states are only represented by 2 Boolean variables:

o A which indicates wether § is active or not,

o free which indicates wether the state is free of condition or not,
The Step-1 defines the transitions to use.
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Boomerang transitions on SPN [Cid+18; WP19; DDV20]
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Automatic Search of Rectangle Attacks on WARP

Boomerang transitions on Feistel [BS91; Bou+20]
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Automatic Search of Rectangle Attacks on WARP

DELAUNE ET AL.

o Rule 1

o Rule 2

o Rule 3

freex,p = freespup
freeSB/o — freeX/o

freeSBL,p — Axup
freeX,o — AXIo

—freexup V —freexio

- free_gBL,p V —freesgio

S-Box rules

o Rule1

o Rule 2

o Rule 3

FEISTEL ADAPTATION

Xup > 5B,
Xio > SBj,

freexup = freespyp
freex,, = freesgio

freeSBup — Axup
freespio = Axio

—freexup V —freesgio

—freex, V —\freesgup



Automatic Search of Rectangle Attacks on WARP

WARP [Ban-+20]

WARP

o Designed to be a faster concurrent of AES

o Only one variant with 128-bit key and text

'i,_i,ZXk] X[i,2x k+1]

RGoli] if k=0
RG[i}if k=1
else 0

One round of WARP for two branches

K[i mod 2 x 16 + k]
F
-| S-Box s

jDleiozio Gl One round of WARP
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Automatic Search of Rectangle Attacks on WARP
Our model on WARP

WHAT IS SIMILAR TO THE DELAUNE ET AL.S MODEL?

o The boomerang representation

o The search steps

WHAT IS DIFFERENT COMPARED TO THE DELAUNE ET AL.S MODEL?

o Specific optimizations dedicated to WARP
o The S-Box representation

> S-Box rules
> Transition tables

o Integration of the attack complexity in the optimisation process
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Results on WARP

108
10°
104 / 100
103

102

AN
Obj Step 1 Opt

r 50

Processing time (s)

10t

10°

TR TTIT R RTINS URTIT MR R UTIT MR RITT MR RITT ERTa |
AN
[]

T T T T T T T T T T T T T T T T T T T T T
3456 7 8 910111213141516 17181920 21 22 23
Number of rounds

Execution time for Step-1 and Step-2 (—).

Best probability found with Step-1 Opt (m).
The black line corresponds to the probability 27128
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omatic Search of Rectangle Attacks on WARP
Results on WARP

\ Technique | Rounds | Probability | Time Data Mem. [  Ref.
DC distinguisher 18 212 - - - KY21
DC distinguisher 20 2~ 1=l - - - TB21
ID distinguisher 21 1 - - - [Ban-+20]
Boomerang distinguisher 21 2— - - - [TB21]
Boomerang distinguisher 23 2~ - - - LMR22
Boomerang distinguisher 23 27559 - - - HNE22
Differential attack 21 - 23 2t 27 KY21
Differential attack 23 - 210668 HT06.62 510662 TB21
Rectangle attack 24 - 2118 pl2b.06 HIa7.06 TB21
Rectangle attack 26 - oi>:9 1206 1206 1] MR22]
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omatic Search of Rectangle Attacks on WARP
Results on TWINE and LBlock-s

| Cipher | Distinguishers | Rounds | Probability | Ref. \

TWINE Boomerang distinguisher 15 27892 TB22]
TWINE | Boomerang Distinguisher + Clustering | 15 2T LMR22
TWINE Boomerang Distinguisher 15 2> HNE22
TWINE Boomerang distinguisher 16 2-0h02 TB22]
TWINE | Boomerang Distinguisher + Clustering | 16 2798 LMR22
TWINE Boomerang Distinguisher 16 2—°8.08 HNE22
LBlock-s Boomerang distinguisher 15 2780 TB22]
LBlock-s | Boomerang Distinguisher + Clustering | 16 2—°o-14 Bou+20]
LBlock-s | Boomerang Distinguisher + Clustering | 16 2748 LMR22
LBlock-s Boomerang Distinguisher 16 270359 HNE22
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SUMMARY

o CP brings the ability to reuse and improve cryptanalysis models

o Find new attacks

FURTHER SEARCH

o Integration in Tagada [Lib+21]




Contributions Overview
DIFFERENTIAL CRYPTANALYSIS OF RIINDAEL [ROU+-22]

o Improving the overall process resolution time

. . - o Find 2 new differential attacks
o Compute all, except one, differential characteristics

GLOBAL CONSTRAINT ABSTRACT XOR [RS20]

o Better Step-1 abstraction

o Make the performance of a CP solver closer to a SAT solver's one

BOOMERANG CRYPTANALYSIS OF RIJNDAEL

o Extend the model of Delaune et al. to non-linear key
schedules

OMATIC SEARCH OF RECTANGLE ATTACKS ON WARP [LMR22]

o Adaptation of the model of Delaune et. al. to Feistel ciphers

o Find 1 new weak key boomerang attack

o Results Twine
o Results on WARP > 2 new state of the art distinguishers
> 1 new state of the art distinguisher
g o Results LBlock-s
> 1 new state of the art rectangle attack > 1 new state of the art distinguisher
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