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Motivation
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« NIST Recommendations for Key Management (SP 800-57)

« NIST DRAFT recommendation for the Transitioning of
Cryptographic Algorithms and Key Sizes (SP 800-131)
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+ Use GPUs as cryptographic accelerators to offload
work from the CPU.
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« Low latency « Parallel implementation

* Generic implementation - * OpenCL

« Server application « Speed
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RSA 2048 Decryption

" Decryption

z=c’mod m m=pQ@ eQ@ =1mod j(m)
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(Precomputed values dP =e ' mod (p - 1)

(p. q, dP, dQ, ginv) dQ =e™ mod (q - 1)
dinv =q* mod p
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(Chinese Remainder Theorem
z, =c” mod p 'm  Mod Exp 1024 moduli
z, =c® mod q "= (32 |imbs of 32-bits)
h=qglnv dz, - z,)mModp s=32 B=2"
z=2z,+hQ




Montgomery Multiplication

General overview

Ordinary Representation Montgomery Representation
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Sequential multiplications performed in
Montgomery representation




Montgomery Multiplication

Montgomery radix R =B®* >m, gcd(R, m) =1

Ordinary Representation Montgomery Representation
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u P AP hee uU=u@®mod m

A Isomorphic 'S
U3V =(UQr)mod m «eeeeeeeees >Uu*v=uO R*mod m
v V.
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Montgomery Multiplication
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Definition:

m : large odd integer
u,vi Zz/mz ,gcd(m, B) =1

1>

u*vaud &R modm

R>m (usually R =B")




Sequential Computation on CPU

u*v=u® @& mod m
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7 =0: * T/ ...
for (1 =0;i¢s-1;i++4) Z
{
z=z+uQ;
dw = (- % Qng") mod B
7 =(Z +q, Gn) div B: (z +(-Zz, Gn,”" mod B) Gn) mod B =




